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Domain: hitp://bogotapanamericanns2015. qov. co 1P address: 65.111.180.185
i Attacker stats
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China denies hacking into Pentagon computers

By Richard Spencer in Beijing and Alex Spillius in Washington
2:03am B5T 0 7

A new war of words between Beijing and Washington broke out yesterday after China denied
Us officials' claims that Chinese military hackers had broken into its computers, including
that of the defence secretary Robert Gates.

+ Chinese hackers "are raiding Whitehall computers'

Officials claimed that part of the US defence computer system had to be shut for a week in
June after the "cyber-attack”.

The hackers were said to have been traced to computer addresses that
suggested they were part of the People's Liberation Army (PLA]J.

It was believed they had probably not accessed top secret military files, but they had
shown their ability to disrupt the system, which will worry military planners who know how
dependent the US military has become on computer systems.
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“Drive by” download

01.05.2000

tney.com/

Help

o | ' .
Website Security Statement
PmﬂMccmm N Following the statement, which appea Bk of April 2009,

- we have investigated further into the~ees - g-mtident on the
Welcome to Paul McCartney.com paulmccartney.com website between the 4th to thE ath |:+f Aprl inclusive, As soon

IF\.I:;;SM . _ . as we became aware of the security breach we disabled it and =ince then have
' | been working with our technical experts and the relevant law enforcement

Music ; LA !

Videography agencies so as to minimise any impact.

Charities

Fans { No personal details of any users visiting the paulmecartney.com website

Store W werefare held on the zerver hosting the site.

Iinh P .

Newsletter | We receprfiend that all users who visited the site between the 4th to of

e T Al inclusive carry out their own computer virus checks, by using an up-to-
eglcome 10 Fau clartney.com. Come on IN... . . . .

‘ virus checker, to ensure that their computer has not been infected with any
Latad Huadliuas malicious software. Users should be vigilant and be aware that hackers may use
L gy e walicious software to obtain personal information from the user's computer and
may~se such information to open accounts and/or purchase goods; accor

e i 5o
sy Webszte mm 7 users sholutths their bank accounts and personal statemen

g!

If a user discovers that their computer has been infected or that any personal
information has been compromised they should alert their credit card companies
and banks immediately.

www.paulmecartney.com




The bad guys after passwords...

Page last updated at 16:12 GMT, Thursday, 9 July 2009 17:12 LK

Police to probe phone hack claims

The police are to examine claims
that a huge mobile phone
hacking operation was launched
by the News of the World,
targeting thousands of people.

The Guardian says the Sunday
paper's reporters paid private
investigators to hack into phones,
many of them owned by politicians
and celebrities,

It iz alleged details were suppressed
by the police and the High Court,

Frime Minister Gordon Brown said;
"This raises questions that are

serious and will obviously have to "Thousand" of celebrities and
he answerad." noliticians were allegedly targeted
g Ua©



The bad guys after passwords...
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China denies hacking into Pentagon computers

By Richard Spencer in Beijing and Alex Spillius in Washington
Last Updated: 05/09/2007

2:03am BST 05,

A new war of words between Beijing and Washington broke out yesterday after China denied
US officials' claims that Chinese military hackers had broken into its computers, including
that of the defence secretary Robert Gates.

+ Chinese hackers 'are raiding Whitehall computers’

Officials claimed that part of the US defence computer system had to be shut for a week in
June after the "cyber-attack".

iz=m=rt The hackers were said to have been traced to computer addresses that
suggested they were part of the People's Liberation Army (PLA).

It was believed they had probably not accessed top secret military files, but they had
shown their ability to disrupt the system, which will worry military planners who know how
dependent the US military has become on computer systems.

Daily Telegraph's
website hacked
700,000 e-mail

addresses and user
passwords leaked

7th of March 2009

The Hotmail account of UK MP Jack
Straw was compromised and an
email sent to everybody in his
address book. The email claimed
that Jack had lost his wallet whilst
on charity work in Africa and
needed $3,500 to get home



MI6 case....

Find = Job | Dating | Wine | E-Editions | Feedback Sunday, Jul 05 2008
MailOnline
) Shelley Sawers site:facebook.com - Google Search - Mozilla Firefox
Home N/EVTH Sport TV&Showbiz Femail Health Science&Tech Money Debate Col Fle Edt 4ew Hstory Bookmarks Tools Help
OO C % & (A rwimssko s 70 - PG

: : T
MI6 ChIEf blOWS hIS cover as Wlfe S Web |mages Yideo Maps Mews Shopping hail mare ¥ Signin #
Facebook account reveals family
holidays, showbiz friends and links to _ —— E—— i
David ||'Uing GOUSIE qSheIIey Sawers sitefacebook.com ) | ’ Bl e
Sy JASON LEWIS Search: 25 frorm the Uk
-ast updated at 11:42 AM on 05th July 2000
= Comments (104) ElAdd to iy Gtories Web Show options... Results 1- 10 of about 52 from facehook.com for Shelley Sawers. (0.1 seconds)
The new head of MIG has been left exposed by a

j I security breach after his wif --

Iual:ﬁ;::;sionlliamsa::u;hoto[gerzc;h:a::i flasr::ll;datails @ Shelley Sawers - London | Facebook @
z bl F"°eb°°k_"“ebs"e' _ Shelley Sawers (London) is on Facdbook. Facebook gives people the power to share and =5
St s yniol g di makes the world more open and conreted
‘i shatga of 4l Biitsin's spying operations wny. facebook. com/people/Shelley- Shwers!1 34665505 ached - Similar
abroad.

3ut his wife's entries on the social netwoking site
qave exposed potentially compromising details
aboutwhers they live and wak, who their friends are
and where they spend their holidays.

aceboo Page Mot Found 0 d efo
amazingly, she had put vitually no privacy

File Edit ‘“iew History Bookmarks Tools /\
arotection on her account, making it vizible to anv of 1 i D

he site's 2001 c ' fit | i f v Facebod. cfnfpeople/Shelley-Sawers/ 1346653059
spen-aceess'l | This is Google's cache of http:fwww facebook. comdpeople/Shelley-Sawers/1 345658089, |t is a snapshot of
heworld they | The current page could have changed in the meantime. Leatn more hoa e Profile il b -

There are fea

These search terms are highlighted: shelley sawers

faCEbOOk A\ The page you requested was not found.

‘fou may have clicked an expired link or mistyped the address, Some web addresses are case sensitive,

Sign up for Facebook to connect with Shelley Sawers.

s Return home
8 o back to the previous page

shelley Sawers {London)

Send Shelley Sawers a Message

Mot the Shelley Sawers you were
looking For? Search more »




Social Networking and information leakage

540 in Investec Group
67 in Investec Employees

48 in the ex-Investec GI’OUp (A self help group that understands what it was
like)




Keep you own privacy ----- only 20% change these

fatehﬂuk Hame Profile Frends Inbox &
“I i ey fi,cgm Home Profile  Friesds  Isbox 3 et Logouk
& Privacy » Profie
e I contact aformtion |
[¥ihowmy sex inmy profle Confrol whg can pee your profie and refated Rformabon, Vet the Aopdcsbions page in order i change setings for
Birthdoy: |Jan = |1 = | 1080 - Sl
Derit showsmy Fioy it = ‘ Ses howw & risnd sees vour profle! | Sot typng & frends nase
Hostetowe: ‘ Profile @ Orly Frends -
Relationship Status: Married w | o, Banic Info @ Friench of Friends -
Personal Infe @ Only Fresds -
Interestedin:  [iMen Statws Updates B My Networks and Friends -
[T women
e P Photos Tagged of You @ My Networks and Friends =
facehu.uk Home  Profile  Friends Inbox 2 Vilios Liguml afTew [ Wy Nl S vt 2
rends B My Networks and Priends
& privacy » Applications
" Pests @y Netwerks ared Friendhs
| overview TR
FEATON ]
What Other Users Can See via the Facebook Platform a nl!glfﬂt-
When a friend of yours allows an appiication to access ther information, that appiication may n.r
vour friend can akeady see, Learn more, Concm. =
You can use the controks on this page to lmit what types of mformation your friends can see 2 5 T e
that this is only for appications you do not use yourself; bEFEIdhﬂ“
L] Share my name, networks, and list of friends, as well as the followng information:
[ profie picture 4 events I'mimvited to
[ Basic info whar's s | Phaotos taken by me
¥! personal info (activities, interests, atc.) | ehotos taken of me
[V current location (what city Tm in) V| Relationship status
aremon Bt b THE LARGEST
¥ work history " what type of reistionshg L E“““F ““
[V profie status _—iﬁ*ﬂtﬂﬁnnwﬁtndi 41% of people agreed to become
W_a_l Mo I'mn & relationshp . Facebook friends with Freddi Staur,
V! Notes | Religious views leaking personal data.

¥ Groups I belong to




“‘OMG I HATE MY JOB”

OMG I HATE MY JOB!! My boss is a total perwy wanker
always making me do shit stuff just to piss me off!! WANKER!

Yesterday at 18:03 * Comment - Like

i * Hi~ i guess you forgot about adding

me on here?

Firstly, don't flatter yourself, Secondly, you've worked here 5
months and didn't work out that i'm gay? I know i don't prance
around the office like a queen, but it's not exactly a secret,
Thirdly, that 'shit stuff is called your job’, you know, what i
pay you to do, But the fact that yvou seem able to fudk-up the
simplest of tasks might contribute to how you feel about it,
And lastly, you also seem to have forgotten that you have 2
weeks left on your & month trial period. Don't bother coming in
tomarrow. I'll pop your P45 in the post, and you can come in
whenever you like to pick up any stuff you've left here. And
yes, i'm serious,

Yesterday at 22:53

Write a comment...




"ma job it pointLESS”

T
N EWS [P LVE BBC NEWS AT ONE '

Page last updated at 14:50 GMT, Friday, 27 February 2009

News Front Page
World

UK Facebook comments girl sacked

Northern Ireland
Scotland

Wales

Business

Politics
Health
Education

Science & Environment

KIMBERLEY SWANN
AAELO0K EAST Entertainment

Also in the news
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implied conditions of employment — conduct that may bring employer into disrepute;
any defamatory or negative comments made about your employer in a public forum
including conduct outside of work




Advertise you're away

briansolis Today is my anniversary & f'm getting ready to take my wife & lads to B -
dinner. :) TY to everyone for the kind words & support today! 25MMS03

Brian Solis about 3h ago via web

CdtDelta Just noticed my Dish TV has an Obama channel.
Tom Yamish about 3h ago via Twittelalor

bkdelong Senate Baldout approved at 5700
B.K. DeLong about 3h ago via TwitterFox

& Beaker | ust hol carded at...wal for &.. Benihana. Wel, | am in Utah. | guess H
Ie orderng the sake bombs s&ls off alarms

Heading out for a long weekend away in the mountains |




Know your contacts

Hoame  Profia

billclinton

| will support McCain, so in 4 years | can
get back into the WH.....opps.....| mean so
Hillary can get in the WH.

Great choice McCain with PALIN! She is  Hotte! Be careful you don't gef
caught wilh your pants down again!

John Edwands . wiy 4id you cheal on your wile hai has cancer you're a l:l-.'.-gl
if H'Har:.' gt‘t‘s =ik that's it no mone Hoochies! FAMILY FERST f

| have been o0 gepressed to wrile (his st mondh. [t has been Viodka amnd
51I'IFIFIEI'5 non stag. | think | need a break to shower!

ft's all over. | have nothing to say, extepl . VP VPIVPL |

Follow

| follow who follow me

310 PM Mar 28th from wekb

washed down with some Chateau d™quem and stiltan
2:53 PM Mar 28th from weh

jLJSt eat VEQQiE mince tatse's QI’EEIt
250 PM War 28th from web

Wi nm....Ia broadband is crap
946 AM har 25th from web

IiStEF'Iir'IQ to bananarama QI’EEI’[ES’[ hits
939 AW Mar 25th from web
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Fraud Eco System (or choose your career)

&YWl have Bank Accounts...Fresh US Cvus...Fresh Uk Cvvs...discount if you buy in Bulk......... have 18808/2888[Dead
................ i accept payments wia E GolLD and Hu(nnlu if 188$+)

ﬁtﬁﬁxﬁﬁgﬁ{ELEEtHiE_MaStEr} i"m good wu drop my share is only 25 %
he is drop from pakistan don't trust pakistans ppl :D

* bRAndY has joineg
* Free Im Uploa
#* ChanServ sets mg
* DTA selling US
<{eLeCtRiC_MaStEr>

LTSRSl ( Selling ) Fresh Business | Accounts.

* yersace selling ew couv?, essesssssseesbisiesssessmeemnian, #s-286. Accept e-gold or wu?

= IceEyes slaps reptilez around a bit with a large trout

{IceEyes? *kk*ed up

* reptilez slaps IceEyes.3

LS 'n good wu dr

<{reptilez> i know.

<IceEyes> no more such t

* The"Judge JERTZT]
can pick up any WU in

<{reptilez> some people ¢

<IceEyes> try smth else

{reptilez> i still got logins though..

{reptilez> valid ones ;/

<IceEyes> huh

<IceEyes> :)

{eLeCtRiC_MaStEr> :D

{eLeCtRiC_MaStEr> eheh

{eLeCtRiC_MaStEr> are dead

{eLeCtRiC_MaStEr> :D

{eLeCtRiC_MaStEr> they call

* Free Im Uploading Scams On Hacked Hosts For Long Time Guaranted - Payment Eqold Pm me About Prices *

<reptilez>

{eLeCtRiC_MaStEr> ;p

ERSIMIEINGLENCashing out —PINS- * Hsq me for FAST cashout and bins 1ist{58%-58%)!??  Also cashing E-GOLD{my share %83)

* DTA selling USA/CANADA Fulls. e-Gold{mails fresh) payment e-gold only.

<{Frodo> Looking for insssessteinsdessedivstendeisesstmpinttemsisimmivhisnslopeeieiepieslensss  your Ffree to pm if at all you of any of this{PLS HOT
SELLERS) RIPPERS KEEP OFF..%/ ;)

* bestfriendsxx has quit IRC (Ping timeout)

pigsiieten g4 R R Ed S i°m good wo drop my share is only 15 % |

{eLeCtRiC_HaStEr> he is drop from usa don't trust american ppl :D
he always rip like G. Bush

<{eLeCtRiC_MaStEr>
#* allacat has joined #ccpower

The Security Division of EMC




Genuine Fakes

led by Investec Bank UK LTD.
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BHome

Company Profie

= Click
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Disclaimer
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Online Banking
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B3 0pen Account
options:

Login Now Investing These ATHs are “Surcharge Fr
Transt Account Logn | Persenal Our ATHS are also partof the &
= 9| Account network. Al ATHS in this netwo

Numbered Account, Classic
‘Temporary Account and VaultSafety
Deposit Account.

We also have Internet Senvices! Our
Intemet Senices wil allow you to
bank online, pay bills online, transfer
money between banks and more!!

Surcharge Free!! See a custor
representative about applying f
CAPITALINVESTEC BANK SO
CheckCardtoday,

BANKI

WELCOME TO
INVESTEC TRUST BANK

web site

Done

sart. € 9=

TFyou forgat your cods aumber to the site, of teceive e-mails, lstters of phone calls from any body clairang to be staff of nvestas Trust Bank Please click £ Mail
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Email Us
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) [#] Investec Online Services - Logon - Mozilla Firefox [#]
History
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Home.
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New to International Banking?

not make representation that
information and materials on this site are
use in all jurisdictions
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& Investec

International Banking
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online Banking : Loain | Reaister

Welcome to International Banking
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Why Investec
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LOG IN / REGISTER

Information Useful Links Internet
& Forms. & Tools Banking

Bookmarks  Tools  Help
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banks,

US'DOLLAR 30

New to Internationsl Banking?
Ta help you find out which of our services
meets your particular personal or business
tha [needs.
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4 Internet
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HETCREFT - Services ~
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ekBald ey Site Rank: - Site Report BB [24] Internet Solutions

& Investec

n > Logon with Investec identification number

Investec Online Service logon By logging on to Investec Oniine Services, you are confiming that you have read and IMPORTANT Messages from Investee
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(EWEAEEEL 5 Vou require assistance piease cick here o
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— Step 1 of 2 Please enter your Investec dentification number n ihe figd provided
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Investec identification number S GRS
Soninels Investec Securies Onine wil be moving
clienis onto a new look website stariing mid
August 2007. Clients wil be
automaically...read mo
Chang font size )
Done (D =Y S (McAfeeSieadvisor| - Retrieving your P address, .




Investec’s first Phish — November 2007

X-URL: mail2web.com/
sFflom: "secure@investec.com” <secure@investec.com:
gnder: michellen@moyo.co.za

B FW: About Account - Message (HTML)
! Fle Edit View Insert Format PGP Tools  Actions  Help

4 Reply | (=8Reply toAll | i3 Forward | ¥ [ (23 K | & » & + A b &

From: Craig Nicholas Sengy/ Fri 02/11/2007 07: #] Investec Online Services - Logon - Mozilla Firefox [#]
Fle Edit View History Bookmarks Tools Help

- - @ /u} |D hittp: |

Ta: Diavid Cripps
Co
Subject: FWw: About Account

aw . Slifefitness. co. za/some finvestec.comfiny. himl |‘ ‘ D‘l |‘

a)

/ kl’!‘ ~  Sevices -

HISKRAUNS (e Site Rank: - Site Report B [74] Internet Solutions

From: "secure@investec.com” <secure@investec. com=
Date: 25 October 2007 5:43:03 PM
Tow enquiriesigrocksolidsystems biz

™
Subject: About Account 617 T { T
Reply-To: secure@investec.com ¥/

| Investec Online Services logon > Logon with Investec identification number

For vour security, we have temporarily prevented access to vour account. Investec Prif

Investec Online Service logon By Iogging on to Investec Online Services, you are cenfirming that you have read and IMPORTANT Messages from Investec
Billlk T underzstand the Terms and Cenditiens applicable te dealing with Investec over the internet. If Online Banking Security
Internet security you require assistance please click here, 9
A Investec has taken significant measures to
= E x e = S T Step 1 of 2: Pleaze enter your Investec identification number in the field provided. ensiire fal yout Onine Bankdng ransactons
safeguards vour account when there is a possibility that someone other than vou is signifl costactus are as secure as posshle and to. read more

Investec identification number

- . . . " P . : Investec Securities Online
You may be getting this message because vou are signing on from a different location o Contrue > | e
clientz ente a new loo ite starting mid
<A . August 2007. Clisnts
If this is the case, vour access mav be restored when vou return to vour normal sign on automaticaly...read more

Re-Confirm Your Membership

T]flEi.T]k 'Ygu_ Change font size [+][]

Done D‘ﬂ E SI McAfeeSiteAdvisor | | Retrieving your IP address...

A

\

www.9|ifefitness.co.za/some/invest_ec.com/inv.html
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 Spurce: APACS 2009
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SARS scam

¥V SARS VeI e

Tax Motification

After the last annual caleulations of your fiscal activity we have determined that
you are sligible 1o receive a tax refund of ZAR 1484 40.

Please submit the tax refund request and allow us 48 hours in order 1o process i

A refund can be delayad for a varlety of reasons. For example submitting invalid
raecornds or applying after the deadline.

To access the form for your tax refund, cli] ¥ .S4eS @FILING

Regards Inatividal Waas - Tas Ratsnd Foam
South African Revenue Service (SARS)

Document Relerence: [(92054568). THie Initigln  Flnineme Burame

M Kl

Pl ardor @ Dadel Criiil Tt wiiis el wil e s
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padlocks

ﬂ Log In - Windows Internet Explorer provided by Investec Bank ple

File Edit  ‘Wiew  Fayori | Help

Address

NatWest Helpful Banking

Online banking

» Restart Log In
» Log Out

'," htkps: v, mwolb, comgdefault, aspad

Accaecibiliy | About this page | Got a

Online banking

Online banking
LogIn -5Step 1

Your Customer Number

Please enter your Customer Mumber, This is your date of birth
ddmmyyy followed by your unigue number which identifies you o)
the Bank.

Customer number ||

Forgoten your Custormer Murmber, PIN or Password?

Customers With A New Activation Code

@ kg f fenane, makwest, comn)

‘ é ﬂ Internet

General |

DEX

efererident=37945680644379F9 |E93F7E678A30BAC6C292E ¥ : Certificate

Dekails | Certification Path

..eu-e.‘h 1

| Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remate compuker

* Refer ko the certification autharity's stakement For details,

e

O
ssued bo: www.nwculb.cum)

Issued by: VeriSign Class 3 Extended Yalidation 351 SGC CA

valid from 09/11/2007 to 09/11/2009

Enstall CertiFicate...§| [Issuer Statement ]




LATEST ATTACKS - ONLY WEEKS OLD

£ 1 Barclays Online Banking - Log-in 5tep 1 of 2 - Microsoeft Internet Explorer
Fle Edt Yiew Favortes Tooks Help

(= Barclays Online Banking - Log-in Step 1 of 2 - Windows Internet Explorer . % L i ]
B0 - s oriogremes Qe - Q¥ B @ G“é‘h nuire @ RL =
"

Flle Edit View Favorites Tools Help
fddress | @8] hitps:fibark.barclays.co.ukfolb/fLogintember do

Beo ks

=

¢ 4 @ Bardays Online Banking - Log-n Step 1of 2

Simply follow the
steps 1-2

Log-in Step 1

" . - in with PINsentry?
Z[gecuntycheck Did yau know that yau can still log-in to Online Banking even if you don't
have your PINsentry device t hand? Just follow the ‘fargatten your
PINssntry card raader link helow to find out how, Messags last updated
on 9 September 2008,

Your Details

Logging in wi
Did you know that you can st
have your PINsentry device to ham ust

2| Security Check

ollow the 'forgotten your
out how. Message last updated

PINsentry card reader’ link below to find
on & September 2008,

Your Details .
Your Details

Please enter your membership details below

Please enter your membership details below

Membership number

Mermbership rumber —
Memaratle word ]
Date Of Birth{e.g. 25.05.1966) |:|

[ Select this box and then the green "next’ button to save 16 Digt Cord Homber

your membership number and surname on this computer.

Your Details

Plesse enter your membership detals below

Surmame

Mambarship numbear
Memorable word

Additional Fields

Crake OF Birthie.g. 25.05.1966)

16 Digt Cord Number injected by Trojan

Telaphone banking password
I




Monitoring

List of
Web Sites

Web
Monitorin

g

Business Sites




The majority of sites on the Internet are pornography
related --Some of them are easier to find than others...

W e N P e W e o Sl i - RO

|| B DR pew Ppede ek i | pe [ Pre Ppesde [k pels
Sobak + =+ ] 3| Qe itwmtes Gy | B D D e ! A = : . o =
e T | i . ﬂ_&'ﬂl Pliswec [4Pmim (friwoy | Jhe b B o S
;kh-l_'lm BN Chikdret st (] TNk Mt P e @[y Comewtery ) QUIOELINE @) The Ragete ] DI M Ol M-m"‘hm k. e il L
|Lnde ] hoilrcne ] (0 bkt Bt | TPk e P (e @ ey Do ) DA LS 1] B

White House Sl
for kids | *

hildren in the .
White House SRt

Amemica's 47 Prendent, George W Bush, and Firt Lady Luara Burh welcome
ol b e Whate House

s R Pets in the Rt
White House E

i
F:;-;H' L E ::: L i
&1 Jntermogaton franing
|echnues L rvedet!

Frrndent Dycwived Fasents” B of Bygddy weth Coogrren 2Ed

www.whitehouse.gov =~ www.whitehouse.com

a Ui® - \ M\
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Blocking

a Blocked by Websense - Microsoft Internet Explorer

File Edit Wiew Faworkes  Tools  Help

e . 0 . N 2] G e 75 L) & 3

Access to this web page is restricted at this time. Please call the
Helpdesk on 4666 for more information

Reason: The \Websense category "Sex" is filkered,

URL: http:ffwww sex.com/f

Back Fotward Stop Refresh Harne Search  Favorites  Media Histary: Messenger
Address I@ hktp:ff10.65.1,148: 15871 fogi-binfblockpage. cairws-session="344050081 2 j Go | Links **
GOOS]Q'I j %Search Wieh QSearch Sike: | ﬂPage Infio = U|:| ~ P Highlight
« WEBSENSE.
Enterprise

Options: | ¢y mors information to learn maore about your access palicy.

Our organization would prefer that you view sites of
personal interest after work hours, Click Postpone to add
this site to your private bookmark list for later viewing at
AfterWork.com™.

Camment: Postpone

Click Go Back or use the browser's Back button to return S

to the previous page.

|&] Done l_ l_ l_ | Internet

BRE U AUV A T0V L IS A0




Denial of service — being a good cyber citizen

EY¥ FW: Free M&S Vouchers - Message [Plain Text) FE)&

 Fle Edit View Insert Format  Tools  Actions  Help

izend [ | 4 0 [0 ] 0| w ] B optens. | @ [ |

Subiject: FW: Free M&£3 Vouchers ‘

Resulted in Persimmons
receiving 200 emails / minute

Fwith wyour wouchers attached.
-

*They will contact yvou through yvour e-mail address.
-

*Please mark a copy to:

-

Andy.curranfpersimmonhomes . com




Information leakage ----- it's not IT

TIMES

From The Sunday Times
April 26, 2009

British spy loses secrets in a handbag

It happened when the MIE-trained agent left her handbag on a
transit coach at El Doradao airport in Bogota, Colombia. Intelligence
chiefs were forced to wind up operations and relocate dozens of
agents and infarmants amid fears the device could fall into the
hands of drugs barons.




Information leakage ----- it's not IT

R12,8M

Last Updated: Wednesday, 14 February 2007, 16:16 GMT
E-rnail this to a friend & Printable version

Nationwide fine for stolen laptop

The Nationwide Building
Society has been fined
£980,000 by the City
watchdog over security
breaches,

4 Nationwid@

The fine follows the theft of a
laptop from a Mationwide
employee's home which
contained confidential customer

data. Mationwide security procedures were
found to have failed

The Financial Services Authority (F3A) found security was not up
to scratch after the man had put details of nearly 11 million
customers on his computer,

The FSA also found that the Nationwide did not start an
investigation until three weeks after the theft occurred,

Financial crime

The FSA will not reveal exactly what was on the laptop as it has
still not been recovered,




Information leakage ----- it's not IT
HSBC £3.2M / R42M

“found that large amounts
of unencrypted customer

details had been sent via

e post or courier to third

The Financial Services Authority (FSA) has fined three . . .
HSBC firms ower £3 million for not having adequate

systems and controls in place to protect their p a rt I e S . C 0 n f I d e n tl a I
customers' confidential details from being lost or

stolen, These failings contributed to customer data

] ]
being lost in the post on two occasions, I n fo rI I I atl O n abo ut
HSBC Life UK Limited {HSBC Life) was fined £1,610,000, HSBC
Actuaries and Consultants Limited (HSBC Actuaries) was fined
£875,000 and HSRC Insurance Brokers Limited (HSBC C u S O I I I e rS Was a SO e O n
Insurance Brokers) was fined £700,000,
During its |nvest|gat|0n |nt0 the flrms data security systems

e e L e open shelves or in unlocked

courier tD third par‘t|es Confidential |nf0rmat|0n abou
i ]

Search @

L‘:

About Doing business FSA FSA
the FSA with the FSA Library Handbook

FSA Library

Press releases

nen she " ad
cablnets and could ave been lost or stolen In addltlon staff

- b b
were not given sufficient training on how to identify and Ca b I n etS
manage risks like identity theft.

180,000
Client
details




Information leakage it's not IT
Clean Desks....




Data Protection Act / Protection of Personal Information Act

Conwvention for the Protection of Individuals -

with regard to Automatic Processing of SIJlIth Afl'll:an &

Data Protection Act 1998 Personal Data I. = =
aw Reform Commission

1998 CHAPTER 29 Strashourg, 28.1.1981

1. Obtain and process data fairly and lawfully
2. Store data for specified and legitimate purposes

3. Data is adequate, relevant and not excessive in relation to the
purposes for which they are stored

4. Data is accurate and, where necessary, kept up to date;

5. Data is preserved in a form which permits identification of the data
subjects for no longer than is required for the purpose for which those
data are stored.

6. Data is processed in line with your rights
7. Data is kept secure (“appropriate security measures shall be taken”)
8. Data is not transferred to other countries without adequate protection




Payment Card Industry

Hackers have stolen
information from at least 45.7
million payment cards used by
customers of US retailer TIX,
which owns TJ Maxx, and UK
outlet TK Maxx.

In a statement to US watchdogs [§)
the firm said it did not know the
full extent of the theft and its
effect on customers,

A
Stores in the US, UK, Canada, Ireland
and Puerto Rico are affected

TI¥ added that the security breach may also have involved T
Maxx customers in the UK and Ireland.

Security ™
Standards Council

guardian.co.uk

News | Sport | Comment | Culture | Business  Money | Life & st

News ) World news ) United States

Government charges Miami man with
largest-ever US credit card theft

Federal prosecutors accuse one-time government informant of
trying to gain access to 130m accounts.

Build and Maintain a Secure Network
Protect Cardholder Data

Maintain a Vulnerability Management
Program

Implement Strong Access Control Measures
Regularly Monitor and Test Networks
Maintain an Information Security Policy




Policies —
Acceptable Usage / portable devices / password / Web...

Web and Internet Access Policy
Group nformiation Searity H%
A

‘ersion: 1.2
Date Creaed: 2006 Portable Device P'D"'C-'_I,I'

Date hbdified: July | Group nfermation Security
Futhor: David Cri pp
Htatus: Revized WM.

Warsion: 12
Date Creted: 12 Febrmryq  Hardware Disposal Policy

D ate Modified: 25 Jure 2009 Group Information Security

:i 1 3
Authar. David Cripps ‘[\ﬁﬁ.
I
Status: Isswed ’ f"&
Yersion: 1.1 {updated) P d Poli

Date Created: 2007/05/22 RSN |

Date Modified: 2009/08/19] GroUp Information Security

Author: David Cripps

Status: Distributed for dif “ersion: 1.2
Date Created: 18 February 20| Acceptable Usage Policy

Date Modified: June 2009 Group Information Security
Authar: David Cripps

StatusApprovad Version: 1.72 July 2009

Date Created: June 2002
Date Maodified: July 2009
Author, David Cripps

Status: Revised for discussion V1.72




Acceptable Usage

At all times, protect the confidentiality of client, counterparty, business
and IT information obtained in the course of performing all Investec
functions.

At all times, respect the legal rights related to “intellectual property”
belonging to Investec as an organisation and to non-Investec
organisations/persons.

Use Investec computers, networks and other information resources for
legitimate business purposes, however, limited, reasonable personal use
of email and the internet is acceptable

Don’t bring Investec into disrepute

Use appropriate passwords (8 characters)
Physically protect hardware (screen savers/locks/
Clear desk (don’t leave sensitive information where it can be copied/stolen)
No confidential information to leave building unencrypted

Don’t access or send offensive, obscene, pornographic or harassing material
Don’t access social networks, chatrooms, blogs, Webmail, etc from work
Don’t bypass our controls (BG'..{ GotoMyPC, Modem, iB

A\

urst, etc)

\ VAU T o




Common Sense

Encrypt all sensitive and client information off site
Use strong passwords and don’t share

Unsolicited emails and links in emails

Think! — will this look bad if seen by a client?
Report incidents and losses to service desk 3355
No unauthorised installations

Do not trust anybody who phones

Backup

Be careful what you publish on the Internet




y .= Information
" Europe Atlantic Leakage
Asia Pacific Awareness cD

Security applies at home as well |

Free Anti-virus programs
— Free Anti Virus http://www.free-av.com/
— AVG http://free.grisoft.com/

Personal Firewalls (some free or pay extra for upgrade with more functionality)

— ZoneAlarm: http:/www.zonelabs.com Free/ $40
http://www.zonealarm.com/store/content/dotzone/freeDownloads.|sp

— Black Ice http://blackice.iss.net $39

— Kerio http://www.sunbelt-software.com/Home-Home-Office Free/$10
Combined products:

— http://www.symantec.com/norton/index.jsp £40.

- http://www.mcafee.com/myapps/is5/default.asp £40
PC Cleaners

— SpyBot S&D htip:/www.safer-networking.orqg/ Free

— Adaware http://www.lavasoftusa.com/products/ad_aware_free.php Free

— Also check out site www.grc.com to test your existing PC to see how vulnerable you are.

Browser Blockers:
— WeBlocker

Update you PC
— http://windowsupdate.microsoft.com




Questions?

David.Cripps @ Investec.co.uk




